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Background: Project Pre-Empt

>

In 2014, EU DG Mobility & Transport (DG-MOVE) asked the Applied Criminology & Policing
Centre, University of Huddersfield, to identify ‘best practice’ solutions to help security
managers protect complex stations from terrorist attacks and serious crime

One strategic aim was to get transport agencies within Member States to start thinking
about security problems, even if they had never had a terror attack

In Phase 1 of the project, we developed an approach based on mixed methods and a
practically and theoretically sound approach to knowledge, to produce an outline toolkit;
this drew on concepts from situational crime prevention, a systematic review of published
and grey literature, and site fieldwork/interviews

In Phase 2, ending in December 2018, we developed a highly-interactive toolkit which DG-
MOVE have disseminated



The Challenge — How to ldentify What Works?

» Originally EU asked us for meta-analysis of evaluation literature

» But we had read Lum’s (2005-9) systematic review of CT evidence
» Scanned some 20000 studies representing billions of S£€
» Only 7 passed a ‘relaxed’” methodological quality filter

» These were very general and not necessarily relevant to land transport MMPTs — e.g.
‘screening of passengers at airports is cost-effective’

» And we know that evaluating impact of interventions on very rare events is
very difficult

» RCT and quasi-experimental designs impossible



The Challenge — Complexity of MMPTs

Transport, Infrastructure & Land Use Integral/ Adjoining What varies between MMPTs

Retail/Leisure Facilities

Transport Mode Environmental Design
Opening/ Closing times
Over-ground Rail Retail outlets Responsibility for security
Metro System Training of security staff
T . Surveillance & communications (equipment &
ram System -
Y Supermarkets practices)
Bus Station Land & property ownership
: Jurisdictions for security staff (patrols
Taxi Rank Y (p )
Pubs and Bars Governance Structures
Vetting of staff
Infrastructure iltimalr;}t.enanci' requirements /practices
artnership workin
" Fast food . .
Waiting areas . ;
establishments Passenger flows by time
Concourses and platforms F!o.ws of other site users (employees,
visitors, customers)
Walkways . . .
Restaurants Vehicles (passenger vs. freight trains)
e Open and restricted areas for site users
SevEiars Entry and exit points

Ticket & other barriers Environmental Quality



The Challenge — Diversity of Attacks & Interventions

>

Rand study of terrorist attacks identified:
» 13 attack methods (marauding, bombing, arson etc)
» 14 weapon types (guns, bombs, chemicals etc)

We identified 9 target types (passengers, security personnel, buildings etc)

UK Police’s Operation Griffin identified 11 stages of generic attack procedure,
each with a greater/lesser number of alternative script tracks

We know from SCP that there are diverse interventions:
» 25 Techniques, 5+ CPTED principles

» 11 generic proximal causal factors for crime/terror events (Conjunction of Terrorist
Opportunity)

» 11 Ds — mechanisms by which to influence offenders...

A helluva lot of permutations/combinations for practitioners!



Organising the research

Practitioners can’t wait till strong What Works evidence arrives, if ever!
So we had to adopt a different approach
» Mapped out theoretically plausible attacks:

Attack methods — Weapons — Targets — Scripts

» Mapped theoretically plausible security responses based on tested
principles of situational crime prevention

» Organised findings from literature, fieldwork on knowledge trees

» Brought everything together under a ‘conceptual attack framework’



Organising the research: Conceptual Attack Framework
Conceptual Attack Framework had to:

Handle complexity of stations, complexity/ diversity of terror attacks
Handle huge variety of findings — nature, scope, level, quality, origin
Connect with theory & terminology in SCP, security

Prime the planning of Literature Review and Fieldwork

Facilitate synthesis of results at strategic and tactical levels

vV V VY V V V

Feed into/ help to structure (eventual) practical toolkit, beginning with
outline version



Conceptual Attack Framework

Review:

S Fieldwork:
Research ) )
Literature
Review: Grey

Literature/ Fieldwork:
Guidance i

=




Realist Review of literature

> Based on relevance

» Developing a synthesis of knowledge

» Less concern with quantification, effect sizes and standardisation
» More concern with theoretical plausibility, context

» Include ‘experience based knowledge’

»  Searched 15 Bibliographic Data Bases Place

» Keyword searches Generic

Incident Attack
Methods

»  Approached relevant organisations and experts

» 409 relevant items identified (abstract/title)
» 143 published/266 grey literature

» 139 documents reviewed in depth

» Inclusion/Exclusion Criteria



Fieldwork

» To gain experience of contrasting MMPT environments
> Visited 4 stations in several EU countries

» Interviews with police officers, counter-terrorism security advisers, other
security personnel and site managers

» To gain insights/capture experience based knowledge
» Management of security incidents
» Different agencies involved
» Partnership working
» Available resources
» Existing security interventions
» Recognised good practice

> Areas of concern




Conceptual Attack Framework — construction principles
» CAF maps out theoretically plausible attacks
» Attack Methods — Weapons — Targets
» Attack Procedures (scripts)
» Maps out theoretically plausible security responses
» Covers both Prevention (centred on opportunity) and Preparing for first response

» Takes detailed findings from literature and fieldwork
» Assesses the quality of evidence and of action in each case

» Organises findings on a ‘knowledge tree’, which
» Aids retrieval
» Links with theory
» Puts like with like

» ldentifies knowledge missing from literature and practitioner experience: ‘for gaps you need
maps’



Conceptual Attack Framework — Tactical Attack Methods —
Based on RAND Database

W1a Close guarters ]

-1 W1 Firearms W1b Standoff direct |

T1 Passengers! visitors |

T2 MMPT staff

W1c Standoff indirect I

—[ W2 Knives/sharps |

— A1 Armed attack }O W3 Explosives T3 Security/emergency sernvices l
W4 Incendiaries T4 Indiscriminate

H W13 Biunt instrument | | e

—| Target

-I W14 Drone for reconnaissance or during attack I

—I T1 Passengers! visitors ]

T2 MMPT staff

2 Securityfemergency
envices

W1ia Close

(Wi Fireams Jo-{ %07 |

quarters

T3a Police

T3b Emergency

SEMICES

PR —

=1

T4 Indiscriminate
L (Target Jo

H 75 MMPT builcing |

W2 Knives/sharps I

W3 Explosives

W14 Drone for
reconnaissance
or during attack

~— A2 Barricade/hostage ©

-[ T6 MMPT operating equipment ]

H 17 Roliing stock at MMPT |

T8 Metwork/s b

—{ T2 Specific individual J

T1 Passengers

T2 MMPT staff

—[ T3 Secunty/emergency Sernvices ]

e — T4 Indiscriminate
— A3 Arson O—| W4 Incendiaries :I—t Target ]O |

H 75 MMPT builaing |

-| T6 MMPT operating equipment |

H 17 Roliing stock at MMPT |
T8 Networkl's




onceptual Attack Framework — Attack Procedures
ased on ‘crime scripts’ approach

51.1 Discussion/Revision/Selection of potential targets

S1 Research, Recce, Plan =gl Rtz

52 Prepare &

51.3 Recce - Exploratory/focused |

~ S3a1 Approach site

53a2 Enter site +-
& _
security check

53a3 Move
within site
Va Encroachment + vehicle negotiates through any
incomplete or wrongly spaced existing security
barriers ortailgates a legitimate vehicle through an
active barrier system into the premises
S53a4 Enter P = e 0 W bam
_ Vb Penetrative + vehicle is impacted through barrier
S3a Act in situ target subsite
| - with/without o [optional] +- V¢ Deception @ perpetrators deceive their way onto
security check a site by using a prepared cover story, false

Main tactical procedure payload
steps and alternatives

documentation or* trojan vehicle’

Vd Duress « guard controlling vehicle check pointis
forced to let vehicle through, or driver of legitimate
vehicle forced to carry an IED

53ab Move within target subsite [Goal
[H - seek preselected or fresh site for
action/action initiation]

Attack
procedure ~—— S3ab Act

— 53b Act from standoff |®

54 Follow up post attack [Optional]

h[ H - Hygiene scripts ]+:




Conceptual Attack Framework — Security action — Based on 5ls Process
Model, and Conjunction of Criminal Opportunity for Causes & Interventions

| Perpetrator |_
Conjunction of Terrorist - Threat
Opportunity - B 104 situation |a
interventions

Dynamics &

The D principles -
mechanisms to
influence
perpetrators
CPTED principles
- Crime
Alternative | Prevention
Protect - Primary security B |c intervention 5 Thrgugh
frameworks Environmental
P t t Design
rotective 25 Techniques of Situational
and § Specific Crime Prevention based on
O reventive | Increasing risk and effort to
Pr‘eparatory ﬁ'uethods offender, reducing reward, and
i - — removing excuses and
action Intervention B (¢ provocations
Reassurance/
community
safety
- Prepare in advance of attack 5 \*
- Prepare for recovery (not covered here)
Implementation
=~ @
- tasks
Involvement -
- people / @
organisations

q| Impact lo



5Is Process Model

* The 5ls are the top-level tasks of the crime prevention process

2]

Intelligence - patterns, causes, consequences of crime

@

Intervention - influencing causes, frustrating offender goals

Implementation - practical tasks to make intervention happen ]@

Involvement - people and organisations dimension of implementation I‘a

Impact - process and outcome evaluation }‘-"

* Each top-level task expands into lots of detailed sub-tasks

https://5isframework.wordpress.com



5Is Process Model

» Lots of detail for capturing/organising/transferring practice knowledge
» Each task is broken down into many subheadings to capture necessary detail
»But every heading represents a distinct aspect of practice knowledge




Conjunction of Criminal Opportunity — Immediate Causes of Criminal/Terrorist Events
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Evidence Quality Assessment — Literature

Experimental P+1 'Best Practice' — strong research evidence that the practice was effective in its

Comparative implementation and impact and outperformed alternatives
Designs

Experimental Observational P+2 'Good Practice' — strong research evidence of effectiveness in implementation & impact,
and Simulation Designs without comparative element; or moderate research evidence with/without comparison

Expert Consensus P+3 'Potentially Good Practice' — assessments of implementation and impact moderate to
strong, with/without comparison but based on consensus of opinions from experts & respected
authorities/ organisations rather than research

Expert Opinion P+4 'Highlighted Practice' — claimed as effective or ineffective in literature but without
supporting evidence

P- 'Practices to avoid' — literature suggests these not beneficial; and strong-moderate research
evidence and/or a consensus of expert opinion to support this claim
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CAF: Consolidating Findings on the Security Action tree

atback FW -3.4.4m

PCon

Reference link
and evidence

; quality ratings

aclica e
dmfmnsibil -
offensib o
=ncio=ur=
Slast-resilient
metro rolling stock
RR-543.22.1E1P
thin Slast-resistant lither
Bins guidance CPNI
(Z00E}
RR-6.4.3.2.10.1a EZ
P43
Harm to targe e Contradiction -
vectors fin Sla=t hin mnclozur= SEErEms wismilility v=
endosure ballistic/blask-
resistanc= of
waste bins
FW-5.1_31,
W-5.1_3t PCon;
FW-5.5.3c and
fire containment
FW-5.54= PCon
Gla== |&@




CAF: Entire Visual of findings — 130+ from Fieldwork
and 200+ from Realist Review
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Toolkit approach

» We developed a process which empowers users to:
» Think perpetrator, and think threat
» Think risk for terrorism/crime, generated by design & operation of station
» Think security — prevention and first response (Protect and Prepare)
» Think designer, and wider requirements for business, users and society
» Think manager
» Think future — resilience and adaptability in the longer term

» Toolkit had to be adaptable to diverse user levels, contexts, functions



Indicative Toolkit —
where Phase 1 ended

Indicative
toolkit
process

—

Intelligence

Y

(0o

Begin detailed security planning, design and implementation process here -

—{ How is the security action initiated? |®

c_{ What is the scope of the Threat? 'Thinking perpetrator’ |&J

How can we combine Threat from Perpetrator, and on-site Opportunity to generate

Risk Scenarios? 'Thinking Opportunity’ E

—{ Which of the Feasible Risk Scenarios should we address, and how? 'Thinking Security’ ]@

A0

Intervention

| To reduce likelihood of, or harm from, the selected Risk Scenarios, which set of
9 | Opportunity factors should we address at the MMPT?

¥

+

What Intervention Methods and/or Principles do we judge to work - to block the IG

Opportunities in the selected Risk Scenarios, for this MMPT?

o |@

h

Implementation

How can we develop practical designs of Interventions and Packages to

block the Opportunities in the selected Risk Scenarios? 'Thinking Designer’

Y

Involvement

!

Y

What other Implementation issues must we address? 'Thinking Manager’ |®

Combined
planning and
execution of
Implementation
and Involvement

:

Impact/process
evaluation




Pre-Empt 2 (2017-18) — Toolkit Realisation
As per Indicative Toolkit but:

» Fully interactive

» Terrorism PLUS multiple crime types typical of stations

» In 15 EU languages

» Adding local regulatory context

» Developed through rapid prototyping and repeated trials with end
users from several Member States



At the Heart of the Toolkit:
Reducing risk by matching security actions to the threat

Threat from r sccuriE \

Perpetrators —— Action in Protect |
harmful advance of Prepare to
event attack respond

\ Likelirhood H Ha]rm \




At the Heart of the Toolkit:
Reducing risk by matching security actions to the threat

) Existing Extra
| capability/ security security
resources adequate? needed?
Th tf Goals/ T increasing ) ﬂ
reatfrom |\ | motivational P reducing Security
Perpetrators | Attack . Protect |
state Methods Risk of / Action in
. T advance of || Prepare to
Presence, and Actions - attack respond
| or remote ever:
mflu_ence_ _ \ Likelihood H Harm ‘ _
on situation motivated by/ countering

exploiting !

[ Situational Risk Attributes

1

| Target Zone

Readiness/Precipitators \ \ Readiness/Precipitators
Opportunity \ \ Opportunity

Harm Harm




At the Heart of the Toolkit:
Reducing risk by matching security actions to the threat

Users set up Zones
within the station

Users choose crime/
terrorism type to focus on

Users choose attack
method to focus on

Users identify actions of offenders in current
Zone, in support of current attack method

Users consider risk attributes of Zone that
might boost likelihood or harm of action there

Users select security actions to counter risk attributes, noting
quality ratings, & adapt them to context of Station/Zone

Users review action list, gain
approval and prioritise



Selecting security actions to implement

Quality of evidence |

-[ 1. Formal Evidence Base |0[I

Strength of effect |
2. Theoretical
—| Knowledge pool ]o principles and .
practical method validit
Rnowledge

4 3. Experience-based guidance |

b




Toolkit Runthrough — Terrorism

» Site setup

» Session (1 crime type, 1 attack method, 1 Zone)
» Crime/terror risk
» Offender perspective
» Security action

» Toolkit Management
» Tutorial



Site setup — Add Zone — Type of Zone

Security Toolkit  Home  Translations~  Tutorial ~ Add/Edit~  Site~ Alert [}~  Andy Newton -
Add Zone
Add new Zone Type Name of Zone
Add new Zone User [ Platforms 1-4 I

Add new Existing Security Measure What type of zone E.fhis?

Add new Zone Feature Carpark X ]

What people /users are there in this zone?

Select Some Options

What existing security measures are there in the zone?

Select Some Options

Location

[ Demo Station = ]

Change Language




Site setup — Add Zone — Type of Users

Security Toolkit Home  Translations~

Add new Zone Type

Add new Zone User
Add new Existing Security Measure

Add new Zone Feature

Add/Edit~ Site

Add Zone

Name of zone

Alert B~

Andy Newton «

’ Platforms 1-4

What type of zone is this?

[ Platform

What people/users are there in this zone?

[ Passengers X ] [ Revenue inspectors X ]

Passengers
Revenue inspectors

Security guards

Contractors

Visitors
Military
VIP

External staff e.g. Co‘hvriers

Change Language



Site setup — Add Zone — Existing Security Measures

Security Toolkit  Home  Translations=  Tutorial ~ Add/Edit~  Site~ Alertf]~  AndyNewton ~
Add Zone
Name fzone
What type of zone is this?
& a

What people/users are there in this zone?

[ Passengers X ] [Revmue inspectors x] [ Security guards x]

What existing security measures are there in the zone?

Ensure K__jst important assets are away from the perimeter (design and layout of assets)
Defensible Space at the perimeter — clear demarcation of space.

RPerimeter fencing

Laminated glass lor appropnate standard glazing)

1 ANPR (\vehicle Number Plate Recognition)

Maximise visibility and aveid blind spots (Design and layout) -

View screens, blinds. foliage or other cover {to limit external views from outside)

Physical barriers to protect assets




Site setup — Add Zone — Location

Security Toolkit  Home  Translations=  Tutorial

Add new Zone Type
Add new Zone User
Add new Bxasting Security Measure

Add new Zone Feature

Add/Edit+ Site -

Add Jone

Mame of zones

Platforms 1-4

What type of zone is this?

Alert [~

Andy Newton -

[ Flatform

What people/users are there in this zone?

[Pas&engers x | | Revenue inspectors X | [ Securnty guards X

What existing security measures are there in the zone?

[ CCTV X | | Access control - people - includes passenger screening. ticket barriers. X ]

[ View screens, blinds, foliage or other cover (to Limit external views from cutside) X ]

Location

[ Manchester Picadilly

Ar"hd

Change Language



Site Setup — Add Station Map

Security Toolkit  Home  Translations»  Tutorial  Add/Editv  Sitew Alert 3~

Add Map

Mame

‘ Piccadilly Ground Floor ‘

/ Image

‘ Choose file | Picadilly lower png ‘

Location

| Manchester Picadilly v

Change Language




Site Setup — Add Station Map

Security Toolkit ~ Home  Translationsw  Tutorial ~ Add/Editv  Sitew Alert[~  Andy Newton v

Map[?] | Image Delete Map

Main Remove [i{lJ
Site /
£ Y

'
g
i

Foyer -




Site Setup — Station Map — Draw Zone Boundaries

Platforms 1-4 E] To get started. click on a zone or zone feature to add it to your map

BB B8
18 HE

HE BE HA
=3 B ~ [y

TN D YTy



Site Setup — Add Station Map — Insert Features

Setup Your Site Map
Zone Features
Hardware/utilities 4 | Main Site Upper Foyer Piccadilly Ground Floor
Toilets/Restrooms b Placing: Toilets/Restrooms Press 'Escape’ to cancel

|
Movable content - e g. vehicles,

rubbish skips. planters @

Signage to support passenger e
navigation :
Luggage storage/lockers i \

Help points o Tl

Bicycle parking/storage racks  &® -

Lost property/left luggage office =

First class lounge

Timetable display board

218

B 0O —

Fars T
gt mias

Cash Point / ATM

i

Ticket barrier

B

Shop {add local name)

i e L1l

Seating

Payphone

W W m B

Waiting room

[

Elevator/Lift

Stairs/Elevator




Session example — Start

Security Toolkit ~ Home  Translations+  Tutorial — Add/Edit»  Sitew Alert >  Andy Newton

Welcome to the Security Toolkit
What would you like to do today?

Go to admin screen

Start a new session
Revisit an incomplete session

View completed sessions

Recover deleted sessions Recover'®)

Review Site Setu P Add Zones | AddMaps  Add Zones fo Maps
U

Change Language



Choose Terrorism or Crime (Repeat cycle for extra Offence Types)

Security Toolkit  Home  Translations»  Tutorial — Add/Edit~  Site~ Alert >  Andy Newton v
Offence Type

Toolkit Progress Which Offence Type do you want to focus on? ‘

Step Progress Terrerism R

Crime ©

m Save and Continue

Change Language



Choose Attack Method — Hostile Vehicle (Repeat cycle for extra Methods)

Security Toolkit ~Home  Translations»  Tutorial ~ Add/Editv  Sitew Alert @~  Andy Newton v

Offence Type / Attack Method

Toolkit Progress Which Attack Method do you want to focus on?

Step Progress Armed attack
Assassination

Chemical/Radiological/Biological/Nuclear/Electronic (CBRNE)

Communication threat
Explosive Device
Hijacking

Hostage

Hostile vehicle

Kidnap

©@ 0659 | ©| ©| 6| 0O @®)| O

Sabotage

m Save and Continue



Choose ZO“E/S to FOCUS ON (Repeat cycle for extra zones)

Which Zones are relevant to ‘Hostile vehicle?

All zones

Main Site Upper Foyer Piccadilly Ground Floor
Platforms 6-10 i & e
Platforms 11-14

Long Stay 1

) \V

Drag and Drop
relevant zones
below

Main Foyer

Platforms 1I4




Identify Likely Targets in Zone — Features

Security Toolkit  Home  Translations»  Tutorial

Offence Type / Aftack Method / Zone / Targets

Toolkit Progress

Step Progress

:

|

H

I

1l
%

Main Site = Main Foyer

Add/Edit- Site~

Who or what are the potential people or features that could be targeted in ‘Main Foyer?

Aert B3~

Zone Features —

Toilets/Restrooms

s

| Signage to support passenger
navigation

Andy Newton -

Enter any specific local detail relevant to zone 'Main
Foyer' in 'Manchester Picadilly”

&

Enter any specific local detail relevant to zone ‘Main
Foyer' in 'Manchester Picadilly”

Signage to support passenger
navigation

Help points

Signage to support passenger
navigation

Enter any specific local detail relevant to zone ‘Main
Foyer'in 'Manchester Picadilly”.

Enter any specific local detail relevant to zone 'Main
Foyer' in 'Manchester Picadilly”

&

Enter any specific local detail relevant to zone ‘Main
Foyer' in 'Manchester Picadilly”

Bicycle parking/storage racks
First class lounge

First class lounge

Enter any specific local detail relevant to zone 'Main
Foyer'in 'Manchester Picadilly”

Enter any specific local detail relevant to zone 'Main
Foyer' in 'Manchester Picadilly”

4

Enter any specific local detail relevant to zone ‘Main
Foyer' in ‘Manchester Picadilly”

Timetable display board

Enter any specific local detail relevant to zone 'Main
Foyer' in 'Manchester Picadilly"



Hostile Vehicle — Likely Targets in Zone — Users

Stairs/Elevator ' Cﬂngregatiﬂn at ¥y E
el
| : . v |
- Vending Machines Enter any specific local detail relevant to zone "Main L |
Foyer' in ‘Manchester Picadilly” )
External staff &g. Couners Enter any specific local detail relevant to zone "Main Foyer' in
h 'Manchester Picadilly”. /
Contractors Enter any specific local detail relevant to zone "Main Foyer' in &
‘Manchester Picadilly™. /
Security guards Enter any specific local detail relevant to zone 'Main Foyer' in
‘Manchester Picadilly”. /
Passengers Enter any specific local detail relevant to zone "Main Foyer' in &
‘Manchester Picadilly™
p
Visitors Enter any specific local detail relevant to zone "'Main Foyer' in L
‘Manchester Picadilly”. /




Offender Actions in Zone to Enact Hostile Vehicle Attack Method

Toolkit Progress

Step Progress

\L-

LA

V.

z

Main Site = Main Foyer

What specific actions might the offender try to doin ‘Main Foyer?

"‘When approaching the zone’ ©
Name Local Detail Select
Orientate towards entrance Enter any specific local detail relevant to zone

'Main Foyer' in ‘Manchester Picadilly” y
Disguise self (e.g. cover face with Enter any specific local detail relevant to zone o
hooded top! ‘Main Foyer' in '%nchester Picadilly”
4
Accelerate towards entrance Enter any specific local detail relevant to zone o
'Main Foyer' in ‘Manchester Picadilly” ;
Attack target on boundary zone Enter any specific local detail relevant to zone =
‘Main Foyer' in ‘Manchester Picadilly” y
Identify abstacles to entrance Enter any specific local detail relevant to zone o
‘Main Fover' in ‘Manchester Picadilly” p
'

‘When attempting to enter the zone’ =

‘When inside the zone' =

‘When exiting the zone' =




Weapon for use in Zone

this zone?

Please select those weapons from the list below.

s it Likely the offender will carry a weapon that they will use in

Vehicle itself used as weapon

Enter any specific local detail relevant to zone 'Main Foyer’
in ‘Manchester Picadilly”

Enter any specific local detail relevant to zone 'Main Foyer’
in 'Manchester Picadilly”

Sharp Instrument/Blade

Enter any specific local detail relevant to zone "Main Foyer’
in ‘Manchester Picadilly”

2

‘ Name Local Detail Select
Knife Enter any specific local detail relevant to zone 'Main Foyer’ =
in ‘Manchester Picadilly™
4
! Firearms




Otfender Mode ort Travel In Zone

How will the offender travel through this zone?

| Name Local Detail
On foot/no vehicle Enter any specific local detall relevant to zone 'Main o
Foyer' in 'Manchester Picadilly” >
Bicycle Enter any specific local detail relevant to zone ‘Main o
Foyer' in ‘Manchester Picadilly” y
— .
Electric/Motorcycle Enter any specific local detail relevant to zone ‘Main o
Foyer' in "Manchester Picadilly”
Car (standard size) Enter any specific local detail relevant to zone 'Main =
Foyer' in '"Manchester Picadilly”. y
Spo_rts Utility Veehicle/Multi Persan Enter any specific local detal relevant to zone "Main @
Vehicle Foyer in ‘Manchester Picadilly” /
Large van or Truck/HGY Enter any specific local detail relevant to zone "Main @
Foyer' in ‘Manchester Picadilly" p
Autonomous vehicle Enter any specific local detail relevant to zone 'Main O
Foyer' in 'Manchester Picadilly” ’
Drone/Remote altack Enter any specific local detail relevant to zone ‘Main o
Foyer' in ‘Manchester Picadilly”

Save and @mﬁnue

Add new Offender Actions

Add new Weapons

Add new Methods of Travel




Opportunity Factors for Hostile Vehicle Actions in Zone

Security Toolkit ~ Home  Translations»  Tutorial ~ Add/Editv  Sitew Alert fJ>  Andy Newton v

Offence Type / Attack Method / Zone / Targets / Offenderactions / Opportunity

Toolkit Progress What factors make Hostile vehicle'more likely in the ‘Main Foyer?
Step Progress Increasing reward to Offender s ®
:
Decreasing risk of failure or harm to Offender )
Decreasing effort, time and resources required by Offender )

Main Site =» Main Foyer
Offender Actions in the zone =
Weapon used in the Zone =

Offenders method of travel within =
the zone



Opportunity Factors for Hostile Vehicle Actions in Zone

Offence Type / Altack Method / Zone / Targets / Offender actions / Opportunity

Toolkit Progress What factors make Hostile vehicle’ more likely in the ‘Main Foyer?
Step Prgg ress Increasing reward to Offender Y =
i
Decreasing risk of failure or harm to Offender =
Decreasing effort, time and resources required by Offender =

m Save and Continue




Opportunity Factors for Hostile Vehicle Actions in Zone

Decreasing effort, time and rescurces required by Offender &
Name Local Detail Select
Zone has insufiicient/ inadequate places of shelter. Enter any specific local detail ; (o
Invacuation relevant to zone "Main Foyer' in |:

Zone has insuficient/inadequate evacuation/ escape ' Enter any specific local detail =
routes relevant to zone ‘Main Foyer' in L;
Zone allows easy vehicle movement to/from it Erter any specific local detail e ]
relevant to zone ‘Main Foyer' in |1;
e
Zone allows easy vehicle movement within it Enter any specific local detail e O
relevant to zone ‘Main Foyer' in : S
Zone has inadequate entry/exit checks/screening _ ol ~ | =
relevant to zone ‘Main Foyer'in - =
procedures for persons and/or weapons . sl v
| ‘Manchester Picadilly”. w
Zone boundaries/barriers easily breached in vehicle Enter any specific local detail - ]
relevant to zone 'Main Foyer' in :
e




Prompts & Provocations for Offenders in Zone

What might provoke the offender in the ‘Main Foyer?

Prompts and Provocations - items that ‘prompt’ certain choices or actions ©

Name

Local Detail

Select

Offender provocation to site features (for example
signage. iconic objects, station equipment)

Enter any specific local detail
relevant to zone 'Main Foyer' in

- 0O
=
v
.

Save@'ud Continue



Hostile Vehicle — Harm Factors in Zone

What are the potential negative consequences of the attack type, Hoslite vehicle'in the ‘Main

Foyer?
- —

Harm to target ©
Name Local Detail Select
Multiple injuries to persons XXX T

/i
‘,
Harm from target ©
1 —. !
Name Local Detail Select
Crowds (surges/panic/crush) Enter any specific local detail relevant to &
zone 'Main Foyer' in 'Manchester Picadilly” J
Wgaponisation - €9. shrapnel. starting a fire. Enter any specific local detail relevant to = b
toxic gas release zone 'Main Foyer' in ‘Manchester Picadilly" J
Harm From Exploitable Hazards =
Harm from other Hazards 2




Harm Factors in Zone — Exploitable Hazards

Harm From Exploitable Hazards

Name

Local Detail

Shrapnelisation from explosion

Explosive materials

{

Enter any specific local detail
relevant to zone 'Main Foyer' in

«»

(
Enter any specific local detail

relevant to zone 'Main Foyer' in

. —

Flammable/Combustible materials - heat, smoke, toxic
fumes. structural damage. panic

r—

Enter any specific local detail
relevant to zone 'Main Foyer' in

WRI LAREOE) L

N\

N

Structural building collapse Enter any specific local detail ~ wm
relevant to zone 'Main Foyer' in L'/
Z

Moving vehicles (rail/road) Enter any specific local detail A8
relevant to zone 'Main Foyer'in | ¥
! 7

Electrical hazards W @
Y

Toxic materials Enter any specific local detail ~ m| | &
relevant to zone 'Main Foyer' in =
A e R e L

Glass fragments |y @




Harm Factors in Zone — Other Hazards

Harm from other Hazprds ©
Name Local Detail Select
Inadequacy/lack of resilience/ penetrability of Enter any specific local detail relevant to U
communications zone ‘Main Foyer' in 'Manchester Picadilly” g
Lack of shielding against gunfire Enter any specific local detail relevant to =
zone 'Main Foyer' in ‘Manchester Picadilly” y

Entrapment./lack of escape or evacuation Enter any specific local detail relevant to L
zone 'Main Foyer’ in ‘Manchester Picadilly” y

Inadequate emergency lighting Enter any specific local detail relevant to U
zone ‘Main Foyer' in 'Manchester Picadilly” p

Susceptibility to general damage Enter any specific local detail relevant to =
zone 'Main Foyer' in ‘Manchester Picadilly” p

Penetrability by bullets. shrapnel etc Enter any specific local detail relevant to L
zone ‘Main Foyer' in 'Manchester Picadilly” y
.

Inadequate emergency signage/ u

communications

Enter any specific local detail relevant to

zone ‘Main Foyer' in 'Manchester Picadilly”




Security Action v HV — Interventions v Risks, Provocations, Harms ldentified in Zone

Offence Type / Attack Method / Zone / Targets / Offenderactions / Opportunity / Provocation / Harm / Security Action

N

Toolkit Progress Which security interventions might address the risks. provocation and harm you have identified
for Hostile vehicle?

Step Progress

Main Foyer
Featuresin the Zone

Help points
Timetable display board

Stairs/Elevator

People in the Zone
External staff &g Couriers
Contractors
Security guards
Passengers

Visitors

Risk factors in the Zone
Zone contains many attractive/vulnerable targets
The zone has a high flow rate of targets over time (e.g. vehicle flow or pedestrian footfally

Potential targets are concentrated in space (crowds, queues, departure bhoards)



Security Action v HV — Interventions v Risks, Provocations, Harms Identified in Zone

Existing security in this zone =

Do you feel that the security measures currently in place in this zone adequately
protect the Zone, and if applicable the whole Site, against all the risks and harms you

Identified?
Security Actions
Mew Secunty Interventions Who is responsible for the ?
planning and implementation
of this?
Modify queueing procedures [ example@example.com O
Enter any specific local detail relevant to Manchester Picadilly. * kW
Recognised good practice -
4 | Research evidence
unavailable
Relocate hazards to less harmful location [ example@example.com ]
Enter any specific local detail relevant to Manchester Picadilly. *hk ki
Recognised good practice -
# | Research evidence
unavailable
Disperse targets in time/ space || @

[ example@example.com

f 1 e ol ol e



Security Action v HV — Interventions v Risks, Provocations, Harms ldentified in Zone

Security Actions

New Security Interventions Who is responsible for the ?
planning and implementation
of this?

®

Modiify queueing procedures stationmanager@picadilly

' & & & ¢

Recognised good practice -
Research evidence
unavailable

XXX I

o ' 1
Relocate hazards to less harmful location example@example com

b & & & 4

Recognised good practice -
#  Research evidence
unavailable

Enter any specific local detail relevant to Manchester Picadilly

Disperse targets in time/ space example@example com

ThAN

Recognised good practice -
#  Research evidence
unavailable

Enter any specific local detail relevant to Manchester Picadilly.

Medify traffic flows and crowding pinch-points through design of layout
and procedures

example@examplecom

1 8 & & ¢

Recognised good practice -
Research evidence
unavailable

Enter any specific local detail relevant to Manchester Picadilly




Security Action v HV — Interventions v Risks, Provocations, Harms ldentified in
Zone — Practice and Evidence Ratings

Improve evacuation facilities/ procedures ’ example@example com v
Enter any specific local detail relevant to Manchester Picadilly. I _ ‘_. * * * R | | ,
Good practice - Moderate research
evidence
Change nature of service/ asset to reduce hazard. e.g. using less « Research evidence supports
flammable fuel. lift instead of stairs effectiveness of
implementation and impact but
Enter any specific local detail relevant to Manchester Picadilly. not based on comparison with
alternatives.
« Recongnised as good practice
: : in the sector.
Regular drills of evacuation and response procedures

*RAN
Good practicj - Moderate
#  research evidence

Enter any specific local detail relevant to Manchester Picadilly.



Session Summary — Hostile Vehicle Terrorism Attack Method in ‘Main Foyer’ Zone of

Station... Repeat for Other Zones, then Integrate
/

Toolkit Progress

: |
T RS Session Summary |

This paper presents a summary of all the information entered into this session of the toclkat.
When planning and implementing the recommended security actions please consider the following:
Print& | Convert to PDF A + Local and nati%a.l policies, laws and regulations
s The needs of local users such as passengers and staff
+ Business requirements of local operators and on site retail

s Potential conflict with existing security measures

Remind me on.. This assessment has been completed for "Terrorism' and for "Hostile vehicle'.
« April 2019 » The 1deatified nisks for zone "Main Foyer' are:
Su Mo Tu We Th Fr Sa « Zone contains many attractive/vulnerable targets - XXX
4N 1 2 3 4 §5 6 & The zone has a high flow rate of targets over time {e_g_ vehicle flow or pedestrian footfall) - 8.00-

10am
» Potential targets are concentrated in space (crowds, queues, departure boards) - XXX

57 B8 9 10 11 12 13

14 15 B 17 18_ 19 20 * Zone has insufficient/ inadequate places of shelter, invacuation

721 22 23 24 25 26 27 e Zone has sufficient/inadequate evacuation/ escape routes
B 28 23 30 1 2 3 4 + Zone allows easy vehicle movement to/from it
¢ Zone allows sasy vehicle movement within it
+ Fone boundaries/barriers easily breached in vehicle
Today s Multiple injuries to persons - XXX
Clear * Crowds (surges/panic/crush)
« Weaponisation - e.g. shrapnel, starting a fire, toxic gas release
* Structural bulding collapse
» Electrical hazards - XY
* Glass fragments - XX
+ Flammable/Combustible matarials - heat, smoke, toxic fumes, structural damage, panic - XXX
s Entrapment/lack of escape or evacunation
s Inadequate emergency lighting
s Susceptibility to general damage
* [nadequate emergency signage/ communications




Session Summary — Hostile Vehicle Terrorism Attack Method in ‘Main Foyer’ Zone of
Station... Repeat for Other Zones, then Integrate

These risks apply to the following users and features in the zone:

Users
+ External staff e g. Couriers
+ Contractors
+ Security puards
+ Passengers

+ Visitors

Features
s Help points - Congregation at XXX
+ Timetable display board - Congregation at XXX
+ Stairs/Elevator - Congregation at XXX

These risks are caused by the following Offander Actions:

* Omeatate towards entrance - XXX

» Accelerate towards entrance

+ Enter Zone via Force - breaking through enclosure/barriers - XXX
+ Align/ aim vehicle

+ Accelerate vehicle towards tactical target (or adjacent zone) - X

* Nepotiate bends/barriers inside Zone - X

+ Locate Target - XXX

= Attack final target - Entrance to Platforms 1-4

Weapons
Using the weapons listed below:
+ Fueanmns
+ Vehicle itself used as weapon

Travel

The offenders may travel using:

+ Sports Utility Vehicle/Multi Person Vehicle
+ Large van or Truck GV




Session Summary — Hostile Vehicle Terrorism Attack Method in ‘Main Foyer’ Zone of
Station... Repeat for Other Zones, then Integrate

You have chosen to say that the security actions at your site are not adequate, so the toolkit has
recommended the following security interventions:
* Meodify queueing procedures - XXX statonmanager@picadilly.com
» Disperse targets 1n time/ space - XXX
+ Modify traffic flows and crowding pinch-points through design of layout and procedures - Y
groundfloormanager@picadilly.com
¢ [mprove hostile vehicle mitiga*_fiﬂn measures - (eg barmers’ bollards, physical markers) - fustall
barriers at entrance 2 and between shops X and X
s Improve evacuation facilities’ procedures

» Regular drills of evacuation and response procedures




THANK YOU!

Paul EKBLOM p.ekblom2@hud.ac.uk

Full project team (Huddersfield): Rachel Armitage, James Bray, Kris
Christmann, Paul Ekblom, Alex Hirschfield, Eloise Keating, Leanne
Monchuk, Andrew Newton, Simon Parkinson, Michelle Rogerson and
Daiyaan Shreef

Enquiries about obtaining the toolkit to:
MOVE-EU-LANDSEC@ec.europa.eu cc eucpn@ibz.eu



mailto:p.ekblom2@hud.ac.uk
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