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History: Project Pre-Empt 1 Ly sty of

[ In 2014, EU DG Mobility & Transport asked us to identify ‘best
practice’ solutions to secure complex stations from terrorist attacks

and serious crime

[l Developed an approach based on Mixed Methods and a practically
and Scientifically Realistic approach to knowledge



Conceptual Attack Framework i

HUDDERSFIELD

[0 Mapped out theoretically plausible attacks: Methods — Weapons — Targets — Scripts
[0 Mapped theoretically plausible security responses

[ Organised detailed findings from literature, fieldwork on knowledge trees

0 All brought together under a conceptual attack framework

‘ Concegtual Attack Framework ‘

Review: Fieldwork:
Research Visual Audits
Literature

Review: Grey EEE »

Literature/ Interviews

Guidance

} Concegtual Attack Framework ‘
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Tactical Attack Methods
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Research/Practice Findings:
130+ from Fieldwork and 200+ from Realist Review

Attack Procedure
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Toolkit approach Mt

0 The approach to the toolkit was to develop a process which empowers users to:

] Think perpetrator, and think threat

1 Think risk for terrorism/crime, generated by design and operation of the station
] Think security — prevention and first response (Protect and Prepare)

| Think designer, and the wider requirements for business, users and society

1 Think manager

| Think future — resilience and adaptability in the longer term

[ Toolkit had to be adaptable to diverse user levels, contexts, functions



Indicative Toolkit — where Phase 1 ended “

HUDDERSFIELD

A8 Je

Begin detailed security planning, design and implementation process here

—| How is the security action initiated? o

Based ~— Intelligence t-{ What is the scope of the Threat? 'Thinking perpetrator’ |o

on 5 |$ || How can we combine Threat from Perpetrator, and on-site Opportunity to generate
Risk Scenarios? 'Thinking Opportunity’

—[ Which of the Feasible Risk Scenarios should we address, and how? 'Thinking Security’ ]0

A0 Je
v = | To reduce likelihood of, or harm from, the selected Risk Scenarios, which set of |
Intervention Opportunity factors should we address at the MMPT?

v

__| What Intervention Methods and/or Principles do we judge to work - to block the
Opportunities in the selected Risk Scenarios, for this MMPT?

Indicative =98
toolkit —p v = How can we develop practical designs of Interventions and Packages to
process SRS MeNaTion block the Opportunities in the selected Risk Scenarios? 'Thinking Designer’

v

What other Implementation issues must we address? 'Thinking Manager* ]o

A 4

Involvement |[o

4

Combined
planning and

'— execution of
Implementation
and Involvement

v

Impact/process
evaluation

(0]




Pre-Empt 2 (2017-18) — Toolkit Realisation il
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0 As per Indicative Toolkit but:
O Fully interactive

[ Terrorism PLUS multiple crime
types
In 15 EU languages

]Adding local regulatory context
1In 11 months

0 FFS!!



At the Heart of the Toolkit - work in progress
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Reducing risk by matching security actions to the threat

Threat from
Perpetrators

|

Risk of
harmful
event

\ Likelihood H Harm ]

‘Secu rity

Action in
advance of
attack

1

Protect ]

Prepare to
respond
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At the Heart of the Toolkit - work in progress ...

HUDDERSFIELD

Reducing risk by matching security actions to the threat

i Existing Extra
Capability/ security security
| resources adequate? needed?
Goals/ increasing ) X
T o |1 motivational ||| ERecer | SSUTE S| prote
i 5 - - r
state Meothods Risk of K Action in = =
2 harmful advance of repare to
Presence, and Actions attack respond
event
| or remote x
ihayence _ \ Likelihood | Harm ,
on situation motivated by/ ountering
- exploiting ‘ r :
[Situational Risk Attributes ‘
Q
Target [ Zone
Readiness/Precipitators | ‘ Readiness/Precipitators
Opportunity Opportunity
Harm Harm
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Done on an Attack Method x Zone-by-Zone basis across station U"‘ .

HUDDERSFIELD

' All zones .
0 Users focus on a single i T —
Attack Method at a time

0 Users can create Zones e e i

within the station that are e

relevant to this Attack
Method, and work
through these in sequence Vv

Zones o covear

\_ oo Y,
[5]




Offence
type

What is the Threat? Think

Perpetrator

[ Attack Method |]

[l Zone ID + Map |]

Zone

Perpetrator
Actions in this

-

|

I Against Target

Other Action
eg recce

Perpetrator action
|| Motivated by, Exploiting
tactically or engendering

\_

Harm via >
\>

~

~

| Risk Attributes of Target

| | Risk Attributes of Zone |




Offence
type

Other offences...

Attack
Method

Vehicle rampage
Other methods...

Specific Zone
ID + Map link

Perpetrator
Actions in this

Zone

{ Approach Zone boundary in vehicle

I I Main approach road l

Orientation - seek immediate route to Zone boundary/

to enter Zone

I Encroachment - negotiate barriers I

I Encroachment - tailgating preceding vehicle ]

[ Penetration - smashing through barrier I

I Deception at access control point - credentials l

| Deception at access control point - driver under duress |

I Duress - threat to access control staff I

Align/ aim vehicle

~l Accelerate vehicle towards tactical or climactic Target I

l Negotiate bends/barriers inside Zone I

l Break through barriers/ other obstacles inside Zone I

entry point, or to exterior target itself eg queue waiting |o-|{ Taxi set-down lane

<l Attack climactic Target - run over pedestrians, ram material asset

Attack amplification - Vehicle blocks approach
roads (thwarting escape of victims, access for
security/ emergency services)

I Vehicle continues to adjacent Zone |

l Other - enter free text I

Against Target
Category -- instance

In more detail — Threat

— the underlying
not seen by user

I Passengers/visitors - as queue -- at external ticket machines

I Other Target cats/instances...

Perpetrator action

Undertake —
this Zone [separate
from Target as the
action might not have a
target, eg with Recce]

Motivated by, Exploiting
tactically or engendering
Harm via >

[
) l Periphery -- Outside entrance #12 [category + free text] ]

l Other locations/ elements within this Zone... I

engine

[ [ Risk Attributes of Target I
o S

‘»[ Risk Attributes of Zone l



Security Toolkit  Home  Tutorial ~ FixTranslation ~ Feedback  Add/Edit~  Users»  Location~ Paul Ekblom ~

Realisation

|

Offence Type Attack Method Chose Zone Targets Offender actions

Toolkit Progress What the offender trying to do?

Step Progress ﬁerpetrator Actions \

Approach Zone boundary in vehicle

Approach via taxi rani

Y
Crientation - seek immediate route to Zone boundary/entry point -~
or to exterior target itself eg queue waiting to enter Zone R4
Vi
Align/ aim vehicle & O
v
Z
- Accelerate vehicle towards tactical er climactic Target -~ O
>
V4
0 Toolkit prompt ith
O O I p ro p S u S e r W I Negotiate bends/barriers inside Zone s
W

categories of Perpetrator action ”

Break through barriers/ other obstacles inside Zone

D U S e r res p O n d S by e nte ri n g Attack climactic Target - run over pedestrians, ram material asset - U
a local instantiation of the /

Attack amplification - Vehicle blocks approach roads

: : AL, v 2
a Ct I O n escape of victims, access for security/ emergency s
Vi
Vehicle continues to adjacent Zone - U
v
Vi

 provos |
Add new Offender Actions o
Send Feedback



Perpetrator action
Motivated by, Exploiting
tactically or engendering
Harm via >

In more detail — Risk

attributes of human Targets
located in Zone ‘Entrance A’

mlisk Attributes of Target I

™\

goals - Racist/anti immigrant/nationalist

Utility/ value of Target to Perpetrator's Operational/Strategic

Concentration of Targets in space - crowds

\ relevant threat -- [-]

Human target, incapable of self-protection/ retaliation against

Risk Attributes of Zone

{ Precipitator-Prompt: Target item exposed -- [-]

Reward: Zone contains many attractive/vulnerable targets -- [-]

station frontage

Reward: Zone is of symbolic/iconic value to Perpetrator -- iconic

Effort: Zone allows easy vehicular movement within it - [-]

Harm: Zone has insufficient/inadequate escape routes - [-]

K -1 Harm: Lack of hiding/sheltering places for victims - [-]

/




Realisation — Zone

Risk Attributes

This records user’s choices
in planning for Offender’s
actions, targets,
weapons, exploitable
hazards; intent and level
of motivation

This presents list of
pre-prepared risk
attributes of Target &
Zone, for the Attack
Method in question — user
checks those which apply
and fills in box with local
detail

Home Tutorial

Security Toolkit

Toolkit Progress

Step Progress

Step 6 0f 10

Offender Actions in the zone ©®

Approach Zone boundary in vehicle

Targets in the zone K1)
Passengers/ visitors

Queue - outside Smiths newsagent
Weapon =

Exploitable Hazard in the Zone K1)

Main goals, values, intent of =
Perpetrator

\Oﬁenders level of Motivation y

Fix Translation

Offence Type = Attack Method = Chose ZDT&!‘ s

Offgfider actions

Feedback Add/Edit~ Usersw Location~

Paul Ekblom ~

Opportunity

hat factors make Vehicle rampage more likely in theEntrance A?

Increasing reward to Perpetrator

Decreasing risk of failure or harm to Perpetrator

Decreasing effort, time and resources required by Perpetrator

Name Local Detail

Inadequate surveillance of targets

Vulnerability to Weapon/Hazard deployed by Perpetrators

Exposure to attack - presence in Zone, lack of protective enclosure/standoff

Lack of anchorage - target is removable

Zone contains/is close to exploitable hazards e.g. fuel tanks, steep stairs

Zone boundaries/barriers easily breached on foot

©

Select

\

Zone boundaries/barriers easily breached in vehicle Weak

bollards

—lhmxﬁm CAA ALk fadidh Al anlin fansaAnlinns meAianal wan Lav i avanian
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Risk
Attributes
of Target

Risk
Attributes
of Zone

-

To address
each
particular
RA of Target
and of Zone:

\_

View Existing Security
Measures in Zone

{ Rate on Adequacy

Make Risk Treatment

decisions - accept,
intervene etc /

-

~

Where 'Intervene’
selected: Select
candidate Security
Action categories
from dropdown list

\_

Cover both Protection
and Preparation

Instantiate Candidate

Security Actions

[

For each
candidate
Instantiated

Security

Action:

List any other Security
Actions that are
necessary for it to work,
or that would
complement it,
synergise or supply
resilience/

redundancy

Determine whether
Candidate Security Action
is appropriate for this
Zone only, for multiple
Zones (list), for Site as a
whole. Considerations tba.

Identify any variable

-~

Select
Security
Actions to
prioritise,
on basis
of:

conditions in Zone to
which it applies

Level of Risk
(Likelihood, Harm)

(Cost) effectiveness
of Intervention

Theoretical plausibility

Implementability
of Intervention

of Intervention




Example — Instantiated Security Actions to

counter instantiated Risk Attributes

Risk Attributes of Target

Risk Attributes of Zone

+

To address each instantiated RA of Target and of Zone,
select candidate Security Actions from suggested listing

against that RA, and then instantiate those Security
actions

{[ eg RA Concentration of Targ

)\~

ets in space -- crowds > ]

Security Action on Target RA: Reduce Reward: Disperse crowd
- speed up or abolish ticket queueing arrangements

[ eg RA Zone allows easy vehicular movement within it > ]

Security Action on Zone: Increase Effort: Add HVM
interventions to block/ retard vehicle movement




Toolkit Progress Which security interventions might address Vehicle rampage method?

Step Progress Entrance A
[ Tergets I

Passengers/ visitors

Queue - outside Smiths newsagent

Selecting/
i n Sta nt i ati ng Zone boundaries/barriers easily breached in vehicle
candidate Security

Zone allows easy vehicular movement to/from it

Act i o n S O n b a S i S Of ( Existing security in this zone =
H H D feel that th it tly in place in thi d tel

risk attrlbutes, and S e

existing security > <

Security Actions

New Security Measures Local Detail Implement

\ Increase standoff distance Widen pavement beside taxi lane o y

Change Language °

© 2018 CSR Huddersfield Send Feedback



Security Toolkit

Realisation —

Summary of user choices

Home

Tutorial Fix Translation Feedback Add/Edit~ Users« Location~

Session OQverview

Review all your sections
Crime Type
Terrorist Attack

Vehicle rampage

Entrance A
Targets

» Passengers/ visitors -
* Queue - outside Smiths newsagent -

Perpetrator Actions

» Approach Zone boundary in vehicle - Approach via taxi rank

Risk attributes

» Zone boundaries/barriers easily breached in vehicle - Weak bollards
» Zone allows easy vehicular movement to/from it - Easy access from taxi lane
» Zone allows easy vehicular movement within it - Low kerbs easily surmounted

Security Action

* |ncrease standoff distance - 1. Add bollards beside taxi lane 2. Raise kerb beside taxi lane
approach
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Issues still to develop ey

[l Selecting candidate
security actions

[IEffectiveness, Evidence,
Harm, Prioritisation, Cost

0 Which is us when prOJect o
finished? ‘






What Security

1 Interventions to

select?




What Security
1 Interventions to
select?

)

- Effectiveness |

Quality of evidence ]

Implementation - Practical issues | - 1. Formal Evidence Base
Strength of effect |

r( Suitability for context |o[‘ Involvement - Organisational,

What works and is legal, regulatory, cultural issues 2. Theoretical
| feasible to © Canital caets ] —[ Knowledge pool ]’TL principles and o
implement? P practical method
- Economy Running costs | knowledge
Opportunity costs | " 3. Experience-based guidance |

- Timescale of Implementation and of Impact |

- Side effects on non-Security values/policies |

Injury/ loss of life |
Material/cyber damage |

A Nature of Harm o

| How much harm
reduced?

Disruption of Transport Network/s |

| Intrinsic Magnitude of Harm - eg high vs low explosive,
automatic vs single-shot weapon

{ Scale of Attack - eg 1 Perpetrator vs 10 |

Potential to be Harmed |

- Protect, Prepare or both? |

Single versus multiple
Interventions against a given
Risk Attribute

1

\ Scale of Harm o Intrinsic Harm Attributes of Target )0[}

Includes Criticality of Target |

| Number/size of targets in Zone |
{ Harm Attributes of Zone and its contents including people |

H Act in this Zone or upstream, downstream Zone? |

{ Particular conditions/ occasions to cater for? |




