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Overview — Project PreEmpt HUDDERSHFIELD

[l Phase 1

0 In 2014, EU DG Mobility & Transport (DG-MOVE) asked the Applied Criminology
and Policing Centre to identify ‘best practice’ solutions to secure complex stations
(Multimodal Passenger Terminals) from terrorist attacks and serious crime

0 We developed an approach based on Mixed Methods and a practically and
Scientifically Realistic approach to knowledge, leading to an outline toolkit

[l Phase 2

0 1In 2017 we were asked to develop a working toolkit based on the outline,
additionally covering a wider range of crimes

[ The toolkit was handed over in late 2018

[0 This presentation describes the process and the results of the project



|
Phase 1 4

University of
HUDDERSFIELD

Pre-Empt Project Aims

0 To understand how MMPTs operate and tactical security challenges they face

0 To identify ‘best practice’ solutions to secure MMPTs from terrorist attacks and
serious crime

0 To produce an indicative toolkit

0 To inform the development of a pan EU Land Transportation Security Strategy
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How to identify What Works? . L
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0 Originally EU asked us for meta-analysis of evaluation
literature

0 Butwe had read Lum’s (2005-9) systematic review of CT
evidence

0 Scanned some 20000 studies representing billions of $£€
0 Only 7 passed a ‘relaxed’ methodological quality filter

0 These were very general and not necessarily relevant to land
transport MMPTs — e.g. ‘screening of passengers at airports is
cost-effective’

0 And we know that evaluating impact of interventions on very
rare events is very difficult

0 RCT and quasi-experimental designs impossible



What to do instead of a conventional Systematic W
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0 So a conventional meta-analysis not feasible

0 Nor can ‘EMMIE’-type guidance (Systematict+Realist Review) be produced in same
way (https://whatworks.college.police.uk/toolkit/About-the-Crime-Reduction-Toolkit/Pages/About.aspx)

0 Effect—the impact on crime
Mechanism — how it works
Moderators — where it works best
Implementation — how to do it
Economic assessment — what it costs

[0 But practitioners and policymakers still need advice — ASAP!

0 How then to make the best of what knowledge exists?

0 We developed an alternative approach based on Mixed Methods and a realistic — and
Realistic — approach to knowledge


https://whatworks.college.police.uk/toolkit/About-the-Crime-Reduction-Toolkit/Pages/About.aspx
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Mixed Methods Approach: Conceptual Attack Framework University of
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0 Mapped out theoretically plausible attacks: Methods — Weapons — Targets — Scripts
0 Mapped theoretically plausible security responses
0 Organised detailed findings from literature, fieldwork on knowledge trees

0 All brought together under a conceptual attack framework

Conceptual Attack Framework

Review: Fieldwork: Visual Security Action Knowledge Tree

Research Audits
Literature

Review: Grey Fieldwork: Intervi » Policy Recommendations
Literature/ ieldwork: Interviews

Guidance

Indicative Toolkit
for Security Managers

Conceptual Attack Framework




The challenge for the Conceptual Attack Framework N
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0 Conceptual Attack Framework (CAF) had to:

0 Handle complexity of MMPTs, and complexity/ diversity of terrorist
attacks

0 Cope with huge variety of findings — nature, scope, level, quality, origin,
format

Connect with theory & terminology in SCP, security
Prime the planning of Realist Review and Fieldwork

Facilitate synthesis of results at strategic, operational and tactical levels

Feed into/ help to structure (eventual) practical toolkit, beginning with
outline version
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Complexity of MMPTs HUDDERSFIELD
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Complexity of MMPTs

What varies between MMPTs

Transport, Infrastructure & Land Integral/ Adjoining

Use

Transport Mode

Over-ground Rail
Metro System
Tram System
Bus Station

Taxi Rank

Infrastructure

Waiting areas

Concourses and platforms
Walkways

Escalators
Elevators

Ticket & other barriers

Retail/Leisure Facilities

Retail outlets

Supermarkets

Pubs and Bars

Fast food
establishments

Restaurants

Environmental Design
Opening/ Closing times
Responsibility for security

Training of security staff
Surveillance & communications (equipment &
practices)

Land & property ownership
Jurisdictions for security staff (patrols)

Governance Structures

Vetting of staff

Site maintenance requirements /practices
Partnership working

Passenger flows by time

Flows of other site users (employees,
visitors, customers)

Vehicles (passenger vs. freight trains)

Open and restricted areas for site users
Entry and exit points

Environmental Quality
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Diversity of attacks & interventions L pversity of

0 Rand study of terrorist attacks identified:
0 13 attack methods (marauding, bombing, arson etc)
0 14 weapon types (guns, bombs, chemicals etc)

0 We identified 9 target types (passengers, security personnel, buildings etc)

0 UK Police’s Operation Griffin identified 11 stages of generic attack procedure,
each with a greater/lesser number of alternative script tracks

0 We know from SCP that there are diverse interventions:

0 25 Techniques, 5+ CPTED principles
0 11 generic proximal causal factors for crime/terror events (Conjunction of Terrorist Opportunity)
0 11 Ds — mechanisms by which to influence offenders...

0 A helluva lot of permutations/combinations for practitioners!
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Conceptual Attack Framework — construction principles University of
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0 CAF maps out theoretically plausible attacks
0 Attack Methods — Weapons — Targets
0 Attack Procedures (scripts)

0 Maps out theoretically plausible security responses

0 Based on Sls process model — Intelligence, Intervention, Implementation, Involvement, Impact
0 Covered both Prevention (centred on opportunity) and Preparing for first response

[0 Takes detailed findings from literature and fieldwork
[0 Assesses the quality of evidence and of action in each case
0 Organises findings on a ‘knowledge tree’, which

1

i
i
]

Aids retrieval
Links with theory
Puts like with like

|dentifies knowledge missing from literature and practitioner experience: ‘for gaps you need maps’



Conceptual Attack Framework — Tactical Attack Methods

— A1 Armed attack ﬂ

r'{ W1 Firearms W1b Standoff direct ]

W1c Standoif indirect ]

—«{ W2 Knives/sharps J

W3 Explosives
-{ W4 Incendiaries

- W13 Biunt instrument |

— A2 Barricade/hostage [©

-[ W14 Drone for reconnaissance or during attack ]

(Wi Freams Jo

W2 Knives/sharps ]

W3 Explosives

W14 Drone for
reconnaissance
or during attack

-—; Target IO

T3a Police

T5 MMPT building ]

T6 MMPT operating equipment J

T7 Rolling stock at MMPT |

— A3 Arson |0 W4 Incendiaries ]}‘ Target o}

T8 Network/s

H
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| A1 Armed stack

pee—— Ty 8 )

L 13 Theeats to create
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Conceptual Attack Framework — Attack Procedures e of

HUDDERSFIELD

1 S1.1 Discussion/Revision/Selection of potential targets ‘

S1 Research, Recce, Plan SRR EEEEN

i $1.3 Recce - Exploratory/focused [5 i
S2 Prepare [
— S3a1 Approach site
S3a2 Enter site +- ®
security check
53a3 Move
within site
£
€ :{
S3a4 Enter z
S3a Act in situ | || target subsite £ c{
— - with/without |0 [°P"°f:a'1 : a - )
Main tactical procedure payload SSELLLYICIac £ )u{ =
steps and alternatives =
== 2
«
S3a5 Move within target subsite [Goal = £ '{"
M - seek preselected or fresh site for @
53 Attack - Dry action/action initiation] = [ £ r{ -
=
Attack ® - = ,{ —
procedure —— S3a6 Act _(”t:,f
(] — ¢ E{
i = _—
‘— S3b Act from standoff |&
S4 Follow up post attack [Optional]

L[ H - Hygiene scripts ]+
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Conceptual Attack Framework — Security action Trtersig o
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| Perpetrator |_
| Conjunction of Terrorist ‘ - Threat \

Opportunity - & Situation |&
| interventions ‘ T
Dynamics |&

The D principles -
mechanisms to

influence
perpetrators
CPTED principles
- Crime
‘ Alternative ‘ | Prevention i
Protect - Primary security B |C lrelvention. 1 HeRgh
B ‘ frameworks ‘ Environmental
P t t Design
rotective 25 Techniques of Situational
and Specific Crime Prevention based on
S Seventive | increasing risk and effort to
Prepa ratory Snethods offender, reducing reward, and
. - - removing excuses and
aCtlon Intervehtlon = provocations
Reassurance/
community -
safety
Prepare in advance of attack B |&

- Prepare for recovery (not covered here)

f Implementation |
H ®
- tasks

[ Involvement -
H people / ®
organisations

a( Impact ]@
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Realist Review of literature L University of

0 Based on relevance
0 Developing a synthesis of knowledge
0 Less concern with quantification, effect sizes and standardisation
0 More concern with theoretical plausibility, context
0 Include ‘experience based knowledge’

0 Searched 15 Bibliographic Data Bases

Place
0 Keyword searches
Generic
Incident Attack
Methods

0 Approached relevant organisations and experts

0 409 relevant items identified (abstract/title)
0 143 published/266 grey literature

0 139 documents reviewed in depth
0 Inclusion/Exclusion Criteria
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0 To gain experience of contrasting MMPT environments
0 Visited 4 stations in several EU countries

0 Interviews with police officers, counter-terrorism security advisers, other
security personnel and site managers

0 To gain insights/capture experience based knowledge
Management of security incidents
Different agencies involved
Partnership working

Available resources

Existing security interventions

Recognised good practice

O O O O O O &3

Areas of concern
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Evidence Quality Assessment — Literature University of
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SUCEIEE Type of Evidence Practice qualit
quality yp q y
E1 Experimental P+1 'Best Practice' — strong research evidence that the practice was effective in its
Comparative implementation and impact and outperformed alternatives
Designs
E2 Experimental P+2 'Good Practice' — strong research evidence of effectiveness in implementation &
Observational and impact, without comparative element; or moderate research evidence with/without
Simulation Designs comparison
E3 Expert Consensus P+3 'Potentially Good Practice' — assessments of implementation and impact
moderate to strong, with/without comparison but based on consensus of opinions from
experts & respected authorities/ organisations rather than research
E4 Expert Opinion P+4 'Highlighted Practice' — claimed as effective or ineffective in literature but without
supporting evidence
E1,2,3 P- '‘Practices to avoid' — literature suggests these not beneficial; and strong-moderate

research evidence and/or a consensus of expert opinion to support this claim



Practice quality level

P+

P+/-

PO

PCon

Recognised Good
Practice

Practice positive/
negative

Indeterminate
practice

Contradictory
Practice

Practices to avoid

H

Evidence Quality Assessment — Fieldwork et af
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Description

A practice judged to be good practice depending on context

A practice that may be good or that should be avoided depending on context

A practice where there is neutral or uncertain evidence to make a judgement either
way

|dentification of a contradiction in the effects of the practice requiring resolution e.g.
through re-design / modification

Practices assessed as less than satisfactory (irrespective of context)
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CAF: Consolidating Findings on the Security Action tree 1 bsRer 1D

Literature ‘ | e
review finding | B

Fieldwork
review finding

No research
info found

g ::- v _:hgv.:-:d for
sSury ce but may
not stand ballistic
attack FW-5.4.4
PCon
;:' :rl:-;::ir::—::_ .
— G 75:'::',':;:' | P Ein firs T e rt e el
—i:_;ii Dilky |_=ctions " , c :-;:::-_;; B f‘
Reference

link and
P quality
' St ratings

Freparsdness



CAF: Entire Visual of findings — 130+ from

200+ from

and

H

University of
HUDDERSFIELD

L
|\ J l ]
3 [ ﬂ \ ! l! ; !
¥ 1 M um q[ m ' | mr T
4 | 0 L
‘ | m l!\l ! ‘ | H ﬂﬁu ||l W‘ll ‘|' |1'" ’mlTwnu ‘“ﬂm‘]‘I Imﬂﬂi !ﬁ} W‘ﬂﬁﬂ? | f '1 W I | I ‘H"[] '5!]“" | "vmﬁ" \
l]‘ - ’l 'm “‘i I[I ], ﬂl| "ﬂllﬂ"uu R ; \ i Lii m s w =i B8 | ——
T 1] fl'ﬂF{ 1 h q“‘w“ l m | 0 ” 1‘ m “w‘ oot Y T i B H 'H w
i Wlm L I l \|"| W i l [ Nl I ] ;| lﬂl‘i‘mm - ! W L] v|| l["l V]I’l\ e
] i : ﬂi WWL’I“W mym )ﬂ‘ﬁwlr[' — “‘ | “'Wu; i I \ !
(il ] . 1
1 JT.‘lii'ﬁlulhl Wl i 1]!|WI}IIW‘T{E [; ¥ I ;:l» Hf “‘ WNIW'"
i ] '| |i||||;m|l|1 ‘|§i1 [

1

.
T T )

i |
i [u i ml!lulmunnumn Ty T
oy

M 0
< i I(Iu i !" AN ””“ ll!“ iy H Ul |1[

" ) et



H

How it all fits together L Universioy of

* Animated slide *

Intellectual input

Empirical work

Synthesis >




How it all fits together

Key to lines

i
Forward
influence

Feedback and
adjustment

Specification

[3] Refinement
of CAF
[A] ' "
Background [E] !!eallst
knowledge of :!ewew I
e iterature
prevention and / Ry
security - A VR
theory,h : [D] Creation and
;?:2;2‘; r - development of
= “.._ | Conceptual
general and in W Attackp
trar;sptt)rt Framework as
contex set of knowledge
structures
[B] Pm:r | Development A
;:oncep uak of evidence /
rameworks and practice /
) rating /
schemas for /
Fieldwork it
[C] Professional : and Realist | /.
experience in % Review of [T
assessing | literature
practice, and in | " T . /
evaluation | T \ :
methodology

Intellectual input

Conceptual work

\ /
\

1 -

[F] Fieldwor

[H] Emerging
4 face-value
/. Themes

o

“'[L].High-
level -
Synthesis
K] s g
General /| Strategic” |-~
Synthesis
____________________ - by

51s

\\\\\ and Realist
.| Review, and
placement on

tree

[I] Findings -
Abstraction of
knowledge items
from Fieldwork

Security Action

y 2
stages of

process

| Principles”

Synthesis

- [N] Finalised

H
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* Static slide *

.| [M] Final project
1 report

Security Action tree

[O] Development
of Indicative
Toolkit as a
process model at
strategic,
operational &

tactical levels

Outputs
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Toolkit approach HUDDERSFIELD

0 The approach to the toolkit was to develop a process which empowers users to:
0 Think perpetrator, and think threat

0 Think risk for terrorism/crime, generated by threat X design and operation of the
station

0 Think security — prevention and first response (Protect and Prepare)

0 Think designer, and the wider requirements for business, users and society
0 Think manager

0 Think future — resilience and adaptability in the longer term

[ Toolkit had to be adaptable to diverse user levels, contexts, functions
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Indicative toolkit realisation University of
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(8Je

ﬁegin detailed security planning, design and implementation process here |

- How is the security action initiated? |o

— Intelligence ¢

—-[ What is the scope of the Threat? 'Thinking perpetrator’ ]o

|_| How can we combine Threat from Perpetrator, and on-site Opportunity to generate
Risk Scenarios? 'Thinking Opportunity’

—{ Which of the Feasible Risk Scenarios should we address, and how? 'Thinking Security’ ]0

@
v - | | To reduce likelihood of, or harm from, the selected Risk Scenarios, which set of
Intervention Opportunity factors should we address at the MMPT?

v

__| What Intervention Methods and/or Principles do we judge to work - to block the
Opportunities in the selected Risk Scenarios, for this MMPT?

Indicative e
toolkit \ 4 - - -
: " | | How can we develop practical designs of Interventions and Packages to
process Lmplementation block the Opportunities in the selected Risk Scenarios? 'Thinking Designer’

~—{ What other Implementation issues must we address? 'Thinking Manager* ]e

\ 4

Involvement |[o

!

Combined
planning and

'— execution of
Implementation
and Involvement

¥

| Impact/process
evaluation

Based on 5ls

http://Sisframework.
wordpress.com

(0]
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Synthesis at policy level: General Principles recommended for a i
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1.

Adopt standardised EU-level definitions of all terms relating to security at MMPTs

Set up holistic governance structures & partnership working arrangements at MMPTs

Implement basic interventions for physical protection and harm mitigation at MMPTs
Manage and control the movement of people using MMPTs

Maximise opportunities to conduct effective surveillance at MMPTs

Ensure security approaches & interventions are appropriate for MMPT site and context
Provide Training of staff working at MMPTs

Strike a balance between the need for security and other priorities at MMPTs
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Pre-Empt Phase 2 (2017-18) — Toolkit Extension S
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0 As per Indicative Toolkit but:
OFully interactive

OTerrorism PLUS multiple crime types
typical of stations

1In 15 EU languages
1Adding local regulatory context
1In 11 months




At the Heart of the Toolkit: Reducing risk by matching N
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Threat from :
Security
Perpetrators o iy _—
harmful advance of Prepare to
event attack respond

| likeiinoad | Harm |




At the Heart of the Toolkit: Reducing risk by matching W
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security actions to the threat HUDDERSFIELD

. Existing Extra
| capability/ security security
resources adequate? needed?
Goals/ increasing
’ :hrea: fr:m }7_ Sotivational ilgggkwel‘ \ reducing Security
erpetrators || | c¢ote | Methods Risk of k Action in Protect
. KaEnsriil advance of ||| Prepare to
Presence, and Actions . attack respond
| | or remote eve
mflu-ence_ _ | Likelihood ” Harm ] _
on situation | motivated by/ ountering
exploiting : '

‘ Situational Risk Attributes \

B

Readiness/Precipitators ] [ Readiness/Precipitators
Opportunity \ [ Opportunity
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Risk Assessment done on a single Attack Method at a time, 4
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x Zone-by-Zone across station HUDDERSFIELD

0 Users focus on a single f-g_\ X E——
Attack Method at a A e
time g 18

Venicle rampage

0 Users can create | ‘ ¢ 25 e omeny e
Zones within the Rt AR Dbkl b i
station that are relevant e |
to this Attack Method, Potimsen
and work through these
in sequence ‘lf

:
: wh
- R

Z0Nnes o covear

\_ Y
=2




What is the Threat? Think Perpetrator
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Offence
type

I Attack Method I

I Zone ID + Map

[

Perpetrator
Actions in this

Zone

Against Target

Other Action
eg recce

Perpetrator action
Motivated by, Exploiting
tactically or engendering
Harm via >

Risk Attributes of Target

Risk Attributes of Zone




|
In more detail — Threat — the underlying lists W
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Offence
type

_O; Attack
" Method T
| Terrorism Perpetrator

| | Specific Zone

] : -| Actions in this
Other offences... | Vehicle rampage ‘ ID + Map link Zone

’ Other methods... ‘
- Approach Zone boundary in vehicle { |l Main approach road ‘
Orientation - seek immediate route to Zone boundary/ ) \
- entry point, or to exterior target itself eg queue waiting Taxi set-down lane ]
to enter Zone

Enter Zone
|
|
|

| Encroachment - negotiate barriers I

|
L =
[ & - | Against Target
Encroachment - tailgating preceding vehicle :
‘ ganep 8 \ Category -- instance
|
| Penetration - smashing through barrier l { ~
}{ Deception at access control point - credentials | j I Passengers/visitors - as queue - at external ticket machines
-[ Deception at access control point - driver under duress ‘ R y :
L Perpetrator action : -
[ URdeTG ke Twheren Gan loit ‘ [ Risk Attributes of Target ]
{ Duress - threat to access control staff ‘ Motivated by, Exploiting | | :

this Zone [separate B tactically or engendering

= .
Allgnt aim vehice from Target as the T I Risk Attrlbtites of Zone ]

action might not have a
[ Accelerate vehicle towards tactical or climactic Target ' target, eg with Recce]

[ Negotiate bends/barriers inside Zone ]

1 Break through barriers/ other obstacles inside Zone l

r Periphery - Outside entrance #12 [category + free text] ]

Other locations/ elements within this Zone... ’

<‘ Attack climactic Target - run over pedestrians, ram material asset }

Attack amplification - Vehicle blocks approach
roads (thwarting escape of victims, access for
security/ emergency services)

Vehicle continues to adjacent Zone /

Other - enter free text
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Security Toolkit Home Tutorial Fix Translation Feedback Add/Edit~ Users~ Location~ Paul Ekblom ~

Offence Type  Attack Method Chose Zone  Targets Offender actions

Toolkit Progress Wi e \
Step Progress

Perpetrator Actions

Approach Zone boundary in vehicle Approach via taxi rand

Orientation - seek immediate route to Zone boundary/entry point

or to exterior target itself eg queue waiting to enter Zone

Align/ aim vehicle -~

D TOOIkit prompts User With o T e Accelerate vehicle towards tactical or climactic Target -
categories of Perpetrator p

Negotiate bends/barriers inside Zone -

action -

Break through barriers/ other obstacles inside Zone -

[0 User responds by ;
entering a Iocal Attack climactic Target - run over pedestrians, ram material asset -
instantiation of the P .

Attack amplification -

a Cti O n escape of victims, a«

) ) y
kclecmt nues to adjacent Zone / - O
v

==
Add new Offender Actions

Send Feedback
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In more detail — Risk attributes of human ""
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Perpetrator action
Motivated by, Exploiting
tactically or engendering

Harm via >

Risk Attributes of Target \

Utility/ value of Target to Perpetrator's Operational/Strategic
goals - Racist/anti immigrant/nationalist

Concentration of Targets in space - crowds

Human target, incapable of self-protection/ retaliation against
relevant threat -- [-]

/ isk Attributes of Zone N\

Precipitator-Prompt: Target item exposed -- [-]

Reward: Zone contains many attractive/vulnerable targets - [-]

Reward: Zone is of symbolic/iconic value to Perpetrator -- iconic
station frontage

Effort: Zone allows easy vehicular movement within it - [-]

Harm: Zone has insufficient/inadequate escape routes -- [-]

Harm: Lack of hiding/sheltering places for victims - [-] /
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Security Toolkit Home Tutorial Fix Translation Feedback Add/Editv Usersv Location~ Paul Ekblom «

0 This records user’s
choices in planning for
Offe n de r!s acti o ns ﬁlkit Progress \ - hat factors make Vehicle rampage more likely in theEntrance A?

L)
ta rg ets, Wea pO nS y Step pI’Og ress Increasing reward to Perpetrator =
exploitable hazards;

Offence Type Attack Method Chose Zone Targets Offender gokiaas AT

i nte nt a n d Ievel Of Decreasing risk of failure or harm to Perpetrator =
= —)

m otivati on '; - : === ; Decreasing effort, time and resources required by Perpetrator ©
::' Name Local Detail Select
E S Inadequate surveillance of targets

0 This presents list of T ’
p re_ p r,e pa red ri s k T = Vulnerability to Weapon/Hazard deployed by Perpetrators
attrl b Utes Of Ta rg et & R i Exposure to attack - presence in Zone, lack of protective enclosure/standoff
Zone, for the AttaCk Targets in the zone [ ;
M eth Od i N q u estio n — Passengers/ visitors Lack of anchorage - target is removable
u Se r. Ch eCkS th Ose Queue - outside Smiths newsagent £

h . h | Zone contains/is close to exploitable hazards e.g. fuel tanks, steep stairs

W | C a p p y Weapon )

Exploitable Hazard in the Zone ®

|:| and fl”S |n bOX W|th Main goals, values, intent of = \

Perpetrator

Iocal d eta II %enders level of Motivation y

Zone boundaries/barriers easily breached on foot

Zone boundaries/barriers easily breached in vehicle

S B S A S R A S R 2 A s A S D A IS T By
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In more detail — Security Actions to

counter the identified Risk Attributes

Attributes ﬂ) address \
of Target each \
_ —[: | particular
R'Sk_b RA of Target
Q}tznonuet = il ofAZone. Where 'Intervene’
selected: Select

View Existing Security D || candidate Security

/Foreach \—

Measures in Zone Action categories
from dropdown list candidate
{ Rate on Adequacy | —D { Instantiated
Make Risk Treatment Cover both Protection Security
decisions - accept, and Preparation Action:

intervene etc ‘

_/

Instantiate Candidate
Security Actions

List any other Security
a Actions that are
necessary for it to work,

\_

or that would

complement it, Security

synergise or supply _D. | Actions to

resilience/ prioritise,

redundancy o? basis

Determine whether ik

Candidate Security Action -
Level of Risk

is appropriate for this

Zone only, for multiple (Likelihood, Harm)

Zones (list), for Site as a
whole. Considerations tba.

Identify any variable
conditions in Zone to
which it applies

| )

(Cost) effectiveness
of Intervention

Theoretical plausibility

Implementability
of Intervention

of Intervention
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Example — Instantiated Security Actions "
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Risk Attributes of Target To address each instantiated RA of Target and of Zone,

- select candidate Security Actions from suggested listing
Risk Afiibutes oE Zone against that RA, and then instantiate those Security

- actions

ﬂ eg RA Concentration of Targets in space -- crowds >

Security Action on Target RA: Reduce Reward: Disperse crowd
--speed up or abolish ticket queueing arrangements

eg RA Zone allows easy vehicular movement within it >

Security Action on Zone: Increase Effort: Add HVM
interventions to block/ retard vehicle movement




Realisation — Selecting/ instantiating candidate Security Actions on

basis of risk attributes, and existing security measures, in Zone
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Toolkit Progress

Step Progress

Which security interventions might address Vehicle rampage method?

~

Entrance A
Targets

Passengers/ visitors

Queue - outside Smiths newsagent

Risks in the Zone

Zone boundaries/barriers easily breached in vehicle
Zone allows easy vehicular movement to/from it

Zone allows easy vehicular movement within it

\ Existing security in this zone =
Do you feel that the security measures currently in place in this zone adequately
protect you against all the risk attributes you identified?

Security Actions
New Security Measures Local Detail Implement

Increase standoff distance [

Widen pavement beside taxi lane

Change Language

© 2018 CSR Huddersfield

Send Feedback
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Realisation — Summary of user choices University of
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Security Toolkit  Home  Tutorial ~ FixTranslation =~ Feedback  Add/Editv  Usersv  Location~

Session Overview

Review all your sections
Crime Type
Terrorist Attack

Vehicle rampage

Entrance A
Targets

* Passengers/ visitors -
* Queue - outside Smiths newsagent -

Perpetrator Actions
* Approach Zone boundary in vehicle - Approach via taxi rank
Risk attributes

* Zone boundaries/barriers easily breached in vehicle - Weak bollards
* Zone allows easy vehicular movement to/from it - Easy access from taxi lane
¢ Zone allows easy vehicular movement within it - Low kerbs easily surmounted

Security Action

* Increase standoff distance - 1. Add bollards beside taxi lane 2. Raise kerb beside taxi lane
approach
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Reliability

o
Implementation - Practical issues | 1. Formal Evidence Base Quallty obevidence |
r{ Suitability for context s Strength of effect ]
Involvement - Organisational, y
What works and is legal, regulatory, cultural issues 2. Theoretical

- feasible to of
implement?

e e —| Knowledge pool |-{] principles and 4
p practical method validity
Running costs | knowledge

Opportunity costs | 3. Experience-based guidance ]

H Timescale of Implementation and of Impact |
| side effects on non-Security values/policies |
A Injury/ loss of life |

{Naire of Rarm ) | eterial/cyber damage |

{ Disruption of Transport Network/s |

\l More... |

What Security || How much harm | | Intrinsic Magnitude of Harm - eg high vs low explosive,
Interventions to o [ reduced? automatic vs single-shot weapon

select? Scale of Attack - eg 1 Perpetrator vs 10 |

Potential to be Harmed
Scale of Harm [ Intrinsic Harm Attributes of Target e ]
Includes Criticality of Target |

Number/size of targets in Zone ]

Harm Attributes of Zone and its contents including people ]

H Protect, Prepare or both? |

Single versus multiple
H Interventions against a given
Risk Attribute

H Act in this Zone or upstream, downstream Zone? |

" Particular conditions/ occasions to cater for? |
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defining zones and entering icons of facilities HUDDERSFIELD

All zones

Platforms T4

Platforms 6-10

\ 2

Drag and Drop
relevant zones
below

Main Foyer
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Screenshots of actual toolkit — identifying actions that University of

offender may take in support of attack method HUDDERSFIELD

Security Toolkit ~ Home  Translations~

Toolkit Progress What specific actions might the offender try to do in ‘Main Foyer?

Step Progress When approaching the zone K1)
G‘%&; 5995‘@& w‘{‘; Name Local Detail Select
Td

Orientate towards entrance

Disguise self (e
hooded top)
AcCcel erate tr e h
tack target on bound e
dentify obstacle: entr

Main Site = Main Foyer

When attempting to enter the zone

When inside the zone'

When exiting the zone' = o

Is it likely the offender will carry a weapon that they will use in
this zone?
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Identifying risk attributes in the Zone HUDDERSFIELD

ations Tutorial Add/Edit~ Site v Alert B3~ Andy Newton ~

Security Toolkit ~ Home  Tran

Toolkit Progress What factors make Hostile vehicle'more likely in the ‘Main Foyer?

Step Progress ncreasing reward to Offender K]

Name Local Detail Select

Zone is of symbolic/iconic value to

Zone itself is an attractive/vulnerable target

Main Site <» Main Foyer %

Offender Actions in the zone = Decreasing risk of failure or harm to Offender =

Weapon used in the Zone = ‘ ) )
Decreasing effort, time and resources required by Offender =

Offenders method of travel within =

the zone -P(E(IS Save and Continue



Screenshots of actual toolkit — selecting security actions g

- 1 University of
from menu base_d on quality assessment/evidence of Hurersiy of
known interventions

Toolkit Progress

Do you feel that the security measures currently in place in this zone adequately
protect the Zone, and if applicable the whole Site, against all the risks and harms you
identified?

Step Progress m

Security Actions

New Security Interventions




Screenshots of actual toolkit — output summary of session —
One offence: terrorism; one attack method: hostile vehicle; one Zone; multiple
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actions by offender; multiple risk attributes of zone; multiple security actions HUDDERSFIELD
aimed at controlling the risk attributes

Toolkit Progress

Step Progress

Print&  Convertto PDF®

Remind me on...
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Today

Clear

Session Summary

This paper presents a summary of all the information entered into this session of the toolkit.
When planning and implementing the recommended security actions please consider the following:

e Local and national policies, laws and regulations
o The needs of local users such as passengers and staff
* Business requirements of local operators and on site retail

o Potential conflict with existing security measures
This assessment has been completed for 'Terrorism' and for 'Hostile vehicle'.
The 1dentified risks for zone "Main Foyer' are:

e Zone contains many attractive/vulnerable targets - XXX
o The zone has a high flow rate of targets over time (e.g. vehicle flow or pedestrian footfall) - 8.00-
10am

Potential targets are concentrated in space (crowds. queues, departure boards) - XXX

e Zone has insufficient/ inadequate places of shelter, invacuation

e Zone has insufficient/inadequate evacuation’ escape routes

Zone allows easy vehicle movement to/from it

Zone allows easy vehicle movement within it

e Zone boundaries/barriers easily breached in vehicle

Multiple injuries to persons - XXX

Crowds (surges/panic/crush)

o Weaponisation - e.g. shrapnel. starting a fire, toxic gas release
o Structural building collapse

Electrical hazards - XX

e Glass fragments - XX

Flammable/Combustible materials - heat, smoke, toxic fumes, structural damage, panic - XXX

« Entrapment/lack of escape or evacuation

Inadequate emergency lighting

Susceptibility to general damage

Inadequate emergency signage/ communications

These risks aoolv to the following users and features in the zone:

¢ Contractors
o Security guards
e Passengers
o Visitors
Features
e Help points - Congregation at XXX
o Timetable display board - Congregation at XXX
o Stairs/Elevator - Congregation at XXX

These risks are caused by the following Offender Actions:

o Orientate towards entrance - XXX

Accelerate towards entrance

Enter Zone via Force - breaking through enclosure/barriers - XXX

Align/ aim vehicle

Accelerate vehicle towards tactical target (or adjacent zone) - X'

Negotiate bends/barriers inside Zone - X'
Locate Target - XXX

Attack final target - Entrance to Platforms 1-4

Weapons

Using the weapons listed below:

e Firearms

o Vehicle itself used as weapon

Travel

The offenders may travel using:

o Sports Utility Vehicle/Multi Person Vehicle
e Large van or Truck HGV

You have chosen to say that the security actions at your site are not adequate, so the toolkit has
recommended the following security interventions:

o Modify queueing procedures - XXX stationr

o Disperse targets in time/ space - XXX

o Modify traffic flows and crowding pinch-points through design of layout and procedures - XXX

grour Jilly.com

ormanager@p

o Improve hostile vehicle mitigation measures - (eg barriers/ bollards, physical markers) - Install
barriers at entrance 2 and between shops X and X

o Improve evacuation facilities/ procedures

Regular drills of evacuation and response procedures
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