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* How to anticipate crime implications of innovations

* How to think about the roles people and organisations play in
(future) crime

» 3 perspectives in time and space



How to anticipate with innovations such as Al?

Can take different perspectives on future crime/ security

 Causal v functional

— Causal — e.g. how might this innovation
generate stress or conflict?

— Functional — how might this innovation Demand
serve criminal or security purposes?

 Within functional

— Demand-side focus — what do criminals
or security need to be invented, to solve
their problems/ complete an opportunity?

Is any specific requirement holding them -
back?

— Supply-side focus — what can this new
piece of science or technology do for
criminals or security?



unction — generic demand-side — offenders’ needs

What do

offenders need?

A4

Innovations
which help
crimes to be

\

Low risk

[ © Being detected before, at and after event as having criminal intent ]

*[ © Being identified as a perpetrator } Recognised in retrospect ]
Traced in retrospect

[ © Being linked to scene and/or to action ] O [ By surveillance/recording systems

-| By forensics

~[ © Being caught at scene ]

Low effort

High reward

[ © Being resisted by preventers at scene ]

Being injured at scene
© Being humiliated at scene

[ Being betrayed or let down by co-offenders J

7[ Being subject of a sting l

[ Being preyed on by other offenders ]

«[ Being uncertain about nature and extent of risks ]

[ © Having private info accessed/decoded ]

[ © Having communications intercepted/decoded/interfered with ]

Undertake intelligence/recce

[ © Intimidate, coerce, corrupt, install insider ]

{ © Acquire /develop/familiarise with resources ]

Preparatory effort ] A [ Rehearsal ]

Availability of target
Mobility to target location

[ © Develop /deploy alibi/explanation for presence/action

*[ © Approach/penetration/access to enclosure

{ © Overcoming resistance ]
‘{ Mobility within site ]

[ [ © Concealing criminal intent (perhaps until hand revealed) ]

Effort at scene

[ © Develop/deploy alibi/explanation for action to allay suspicion ]

‘[ © During preparation - eg if hostile reconnaissance challenged ]

[ Departure/escape ] )t [ © During commission - aborting attack/theft etc ]

{ © Removing traces from prep, scene or departure ]

[ Secure conveyance of stolen items, kidnap victims. ]

[ Secure storage of stolen items, kidnap victims ]

[ © Removing traces from stolen/resold items J
Effort after departure

] [ © Develop/deploy alibi/explanation for action ]

‘[ © Discover/neutralise tracking devices on stolen items ]

Effort in disposa/sale of target

—| Low likelihood of failure

Availability of target - sufficient over time, places, numbers to justify investing in
gaining knowledge/skill, undertaking other effort

- Visibility of target
Visibility/discernibility of value

c [ Disposability/saleability of target ] {

[ Identifiability/provenance of target l

[ Market for stolen targets ]

[ Destructiibility of target ]

Enjoyability/consumability of target J




Function — generic demand-side — offenders

Low
likelihood/
amount of
harm

What do
offenders
want?

Low
likelihood/
amount of
effort

High
likelihood/
amount of
reward

{ © Being identified as a perpetrator }j{ H

{ © Being detected before, at and after event as having criminal intent ]

[ Recognised in advance |

Recognised in retrospect ]

l Traced in retrospect ]

* By witnesses |

{ © Being linked to scene and/or to action ] [ By surveillance/recording systems ]

[ By forensics ]

~{ € Being caught at scene ]

€ Being resisted by preventers at scene |

{ Being injured at scene |

© Being humiliated at scene |

, Being betrayed or let down by co-offenders |

~{ Being subject of a sting |

Being preyed on by other offenders ]

{ Being uncertain about nature and extent of risks ]

(© Having private info accessed/decoded J

& © Having communications intercepted/decoded/interfered with J




Function — generic demand-side — offenders

- Undertake intelligence/recce ]

Low
likelihood/
amount of
harm

What do
offenders
want?

Low
likelihood/
amount of
effort

1 @ Intimidate, coerce, corrupt, install insider ]

© Acquire /develop/familiarise with resources |

—~—

. [ Preparatory effort ’ k Rehearsal ]

Availability of target ]

o

-| Mobility to target location ]

© Develop /deploy alibi/explanation for presence/action ]

{ © Approach/penetration/access to enclosure ]

~| €@ Overcoming resistance |

~{ Effort at scene }

Mobility within site ]

{ © Concealing criminal intent (perhaps until hand revealed) ]

€ Develop/deploy alibi/explanation for action to allay suspicion |

{ € During preparation - eg if hostile reconnaissance challenged ]

High
likelihood/
amount of
reward

[ Departure/escape ] l © During commission - aborting attack/theft etc |

~| © Removing traces from prep, scene or departure

~| Secure conveyance of stolen items, kidnap victims |

~ Secure storage of stolen items, kidnap victims

€ Removing traces from stolen/resold items ]

- [ Effort after departure ]

- € Develop/deploy alibi/explanation for action

© Discover/neutralise tracking devices on stolen items ]

P

[ Effortin disposa/sale of target ]




Function — generic demand-side — offenders

Low
likelihood/
amount of
harm

What do
offenders
want?

Low
likelihood/
amount of
effort

a};r‘{ Disposability/saleability of target }::j

High
likelihood/
amount of
reward

—{ Low likelihood of failure |

Availability of target - sufficient over time, places, numbers to justify investing in
gaining knowledge/skill, undertaking other effort

~{ Visibility of target |

[ Visibility/discernibility of value ]

"—l Identifiability/provenance of target ]

| Market for stolen targets ]

[ Destructiibility of target ]

{ Enjoyability/consumability of target |

[ Hateworthiness of target ]

{ Satisfaction of event experience ]

{ Utility of target whose acquisition is an intermediate goal - eg as tool/weapon




Example — supply — what can Drones do for Crime/ Security?

e .
Functional

essence of
Drone

-

\

/Active,
mobile,
effective
telepresence
of human

\Egency

Detall

Remote operation - can go to and do in different places from
humans in general, individual agents in particular... remoteness can
range from metres to many km... Allows distancing of agent from
hazards, tracing by traditional means eg facial recognition

' ’ Mobility and agility in different modes - air, land surface, walls, water

| Different size/shape/body configurability from agent - entry/exit,
| detectability eg through size/shape/disguise

| Communication with agent - coded/encrypted

- Sensors - human +more - inc Radar |

) Image capture, transmission, recording |

) Image interpretation

' Autonomy at various levels from tactical to more operational...
| navigation, risk and objective identification, decision, response

ﬁ Ease of operation/ limited training by user

[ Conveyance of goods to/from destination \

| Actuation |

Self-defence v threats/protection v natura/
accidental human hazards

Generic regulatory requirements - eg licensing, identification,
constraints on flight eg line-of-sight operation, no-fly zones

r

I

Cheap |




Supply — what can Al do for Crime/ Security?

(

&

Functional

~

essence of Al

v

-

&

N

)

Note that while drones are an application, Al

is a field of technology — hence the
possibilities are far wider

-

Detall




Function — supply-side — Al can be:

” Tool for criminals )
e Misused - in perpetrator techniques
e Misbehaved with — vandalism, nuisance
N Misled, Misdirected — spoofing

VA

/Target of crime
 Misappropriated — stolen
 Mistreated — harmed
 Mishandled — false licence

\_» Misbegotten — counterfeit/pirated version -

N

(Aligned with security
e Secured against above risks

 Exploited to control crime — surveillance, detection, pursuit
. Proofed vs Mistakes & Mishaps — false alarms, accusation 1 )




Thinking about crime roles — who is involved with crime, how?

Crime roles gi

1 Offender |

1 Preventer

Promoter |

Victim

1 Mitigator |«




Thinking about crime roles

Crime roles gt

|

Offender

Commits the focal offence
(before, during, after crime)

Preventer -

Reduces the risk (likelihood/
harm) of the focal offence
(before, during crime; after
crime | but before crimes
2...n)

Promoter o

Increases the risk of the
focal offence without
necessarily being criminally
responsible, eg criminal
service provider (before,
during crime; after crime |
but before crimes 2...n)

Inadvertent

|

Reckless

Deliberate

Coerced

Victim

Suffers the consequences of
the crime. After this crime,
may become a preventer for
subsequent crimes

(

Mitigator |

Reduces the harm from the

crime (during/after the crime)

Conned

Immediate

Consequent

-| Prepares for mitigation

Acts to mitigate




Crime X Civil/ legitimate roles

Crime roles gb

|

Offender

Commits the focal offence
(before, during, after crime)

1 Preventer |-

Reduces the risk (likelihood/
harm) of the focal offence
(before, during crime; after
crime | but before crimes
2...n)

Promoter o

Increases the risk of the
focal offence without
necessarily being criminally
responsible, eg criminal
service provider (before,
during crime; after crime |
but before crimes 2...n)

fa

Victim

Suffers the consequences of
the crime. After this crime,
may become a preventer for
subsequent crimes

Mitigator |

Reduces the harm from the

crime (during/after the crime)

4 Inadvertent

Reckless

Deliberate

Coerced

Conned

~ Immediate

Consequent

Producer 1

J

Employee |-

Owner-driver

Prepares for mitigation

| Actsto mitigate

Carrier 1

Treater 1

Keeper 1

1

Disposer 1

1

Example of waste handling

g Civil (legitimate action) roles



Crime X Civil/ legitimate roles

Crime roles gi

|

Offender

1 Preventer |-

Promoter o

Victim

fa

Mitigator

L=
(

Commits the focal offence
(before, during, after crime)

Reduces the risk (likelihood/
harm) of the focal offence
(before, during crime; after
crime | but before crimes
2...n)

Increases the risk of the
focal offence without
necessarily being criminally
responsible, eg criminal
service provider (before,
during crime; after crime |
but before crimes 2...n)

Suffers the consequences of
the crime. After this crime,
may become a preventer for
subsequent crimes

Reduces the harm from the

crime (during/after the crime)

| Actsto mitigate

- Prepares for mitigation

Inadvertent Al as agent
Reckless Human as user/ co-agent
Deliberate Human as operator |
Coerced Human creator/ designer
Conned
- Immediate
Consequent




3 perspectives in time and space —

Ecolosical B Here and now interactions between agents playing various
htcaam | roles and with environment

2| Agents use existing repertoire

Eco-Devo-Evo

By doing

Variation/ selection/

replication of actions

-

From learning }c

Developmental = Individual agents acquire new repertoire during their lifetime |©

By imitation/social learning

Evolutiona | Change over successive generations, often involving
Y ) progressive adaptation/fitness

From external teaching/
instruction/ modification

Cultural/technological evolution

-| From supply of new content

From supply of new software

—{ From supply of new hardware

'Natural' v artificial variation/ selection/
replication of individuals in a population

Co-evolutionary arms races

Niche construction




Addressing tactical Script Clashes

« We can identify tactical clashes between offenders and security

Wield force v resist
(Damage v protect,
Injure v keep intact)

Take v keep

Confront v avoid

Snoop v
maintain privacy

Act at will v
control misbehaviour

Surprise/ ambush v
be alert

Pursue v escape

Trap v elude

Conceal traces and
tracks v detect

Challenge suspect v
give plausible response

Conceal criminal intent v
detect

 These clashes

Surveill v conceal

— Influence criminal plans and outcomes
— are generic and perennial — will always need to be faced

* Innovations can disrupt the balance of these clashes, and favour one side
over other — which side will gain from a sudden breakthrough?

* We must design things to advantage the good side

» Approaches to inventiveness like TRIZ highlight these contradictions, and
also identify evolutionary trends in invention




Handling civil-world tradeoffs & conflicts

 What’s stopping us from making the future favour security?

« Various broader design contradictions can hold back exploitation of
current/future technologies by the security side (offenders are less

Sustainability Convenience Market freedom
Health & safety : Trust &

Privacy collective efficacy
Freedom of
movement Aesthetics Social inclusivity

Generic technological contradictions e.g. strength v weight,
functionality v power consumption

« Will innovations relax, bypass, or tighten these contradictions?

« Can we steer them in beneficial directions, or at least be ready with
mitigations?



Massaging the tradeoffs — desirable techno trends

e Tunability of materials, applications, for
optimisation to diverse contexts

— ‘What works’ in crime prevention is very
context-dependent
e Smart discriminator functions

— What's good for legitimate users (e.g. Smaller,
lighter, more portable, more durable, cheaper,
easier to operate) is good for thieves

— How to serve one while thwarting the other?

 Adaptable, reconfigurable form

— Modelled on swing down fire escapes —
both configurable and discriminating

* Creative leap rather than compromise

— Internal combustion engine enabled
armour and mobility



